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1. INTRODUCTION

1.1. Purpose of the document

The Architecture Document presents the general and detailed architecture of the target solution for the
BruCON brewery. The Architecture Document formalizes the architecture description of the target
solution and shows the implementation requirements of the systems in the brewery.

1.2. Scope of the document

This Architecture Document focuses on the industrial systems deployment in the brewery and their
interfacing with the IT infrastructure of the enterprise. The concerned security pillars in this dossier
address key IAM aspects, remote access controls as well as auditing, logging and monitoring aspects.

1.3. Business Story

In an urgent response to market needs of beer production and to stay ahead of the competition, the
brewery decided to perform a quick expansion of its production lines. Key elements that were taken into
consideration, leverage existing infrastructure solutions where possible, be time and cost efficient in the
implementation, and launch the new lines as soon as possible.

1.4. Solution Architecture Overview
1.4.1. High Level View Of Components per Brewing Line

High level view of Brewing Process



1.4.2. HMI Level Process View
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1.4.3. Brewery Flow Process Chart

The section highlights the intended flow and component in the new implementation.
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1.4.4. Technical Architecture and Deployment Description
1.4.4.1. Network Architecture
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1.4.4.2. Industrial IDP and Directory Services Authentication

The primary Identity Provider and users directory within the industrial environment is the industrial active
directory managed on a domain controller placed in the industrial operations network. It is built and
designed to answer various operational and business needs for the industrial process. The industrial
active directory has an established two-way trust relationship with the IT active directory. The
authentication leverages directory services from the IT environment to provide user authentication
services, usernames, passwords and enforces active directory policies. This can allow a faster
deployment, and a seamless integration for authentication and access management across both
environments.Users authenticated through IT active directory on an RBAC basis are allowed to carry
necessary functions within the industrial environment.
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1.4.4.3. Remote Access - Internal and External-Based

Remote access provided in the architecture has the purpose of allowing authorized users to connect to
industrial systems and process from external locations or networks outside of the industrial network. The
accounts being created for remote access are managed by IT administrators in the brewery and created
on a discretionary basis upon request on the active directory.

Remote access to the industrial environment is divided into two categories:

- Internal-based remote access operations refers to remote access taking place into the industrial
network, having as a source any of the networks within the enterprise (hereby originating from IT
network or any other business network). For ease of access, this access flows through internal networks
across ATM switches and authentication takes place through the industrial active directory for any
remote protocol.

- External-based access relevant to vendors and partners providing their support to industrial processes
takes place over the internet through the company firewall with specific IP whitelisting for access from
vendors and partners networks. The authentication then takes place through the active directory service
into the IT environment, and users are routed internally to reach the designated assets for maintenance,
support or operations.

For simplicity of management and operations, vendors and partners are provided with one shared
account per vendor relying on a username and strong complex password, that their teams use to carry
out their duties in an industrial environment.

External-Based Access

-

¢ ¢

Vendors

IP Whitelisting
for Remote Access

External-Based Access

Internal-Based Access

I -

: 192.168.170.1 192.168.127.1 ——

- RDP - - 2. o8
ngineering  gps2 SCADA >
WS ’ ’ DC

-’

Admins

(140

Internal-Based Access



1.4.4.4. Remote Access - Internal and External-Based
Auditing and logging is enabled on assets across the infrastructure in IT and OT environments:
- For network captured events, mirroring is leveraged for key assets and logs are stored inside
the Security subnet.
- Remote access gateway and authentication logs are captured and stored locally.
- Servers and Users Endpoints’ activity is being logged and captured locally on the assets
including Windows Event Logs, and the logs of two security solutions installed on them which
are the Anti-Malware and App Whitelisting solution.

Logs undergo periodic reviews twice a year with specific focus on authentication logs, and privileged
accounts activities as well as key assets activity.

A monitoring server exists for deferred analysis of any abnormal event impacting operational resilience
that takes place and focuses on critical elements for business operations, finance, emails and
communication, administrative and legal functions in the company. The monitoring server is placed in an
IT network with better proximity to these operations being monitored.
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